Incident Response Awareness Checklist
Cybersecurity Awareness Guide
Purpose

This checklist helps individuals and organizations understand basic steps to take when a
cybersecurity incident is suspected or confirmed. It is designed to support awareness,
preparedness, and calm response—not technical forensics.

1. Incident Awareness

1 Know what a cybersecurity incident may look like

1 Recognize signs such as unusual emails, system behavior, or unauthorized access
1 Understand that incidents can affect individuals, devices, or entire organizations
1 Take all suspected incidents seriously

2. Immediate Actions

1 Do not panic or attempt to fix the issue without guidance

1 Disconnect affected devices from the network if possible

1 Do not click suspicious links or interact with suspicious messages
[ Preserve evidence (do not delete emails, logs, or files)

I Follow internal reporting procedures if applicable

3. Reporting the Incident

1 Report the incident to the appropriate internal contact or IT support
I Notify leadership or management if required

1 Report phishing attempts using approved reporting tools

1 Escalate incidents that involve sensitive data or systems

4. Communication & Coordination

1 Avoid sharing incident details publicly or on social media

[0 Communicate only through approved internal channels

I Follow guidance from designated incident response contacts
1 Document actions taken during the incident



5. Recovery & Follow-Up

1 Change passwords associated with affected accounts
1 Review account activity for unauthorized actions

1 Restore data from known safe backups if necessary

L1 Apply security updates or fixes once systems are cleared
[ Participate in post-incident review or training

6. Awareness & Improvement

1 Understand lessons learned from the incident

1 Update awareness training if gaps were identified

1 Review policies and procedures related to incidents
I Encourage a culture of reporting and learning

Final Reminder

Timely reporting and calm, informed action can significantly reduce the impact of
cybersecurity incidents.

Disclaimer

This checklist is provided for cybersecurity awareness and educational purposes only. It
does not constitute legal advice, compliance certification, forensic investigation, or
professional incident response services.



