
Cyber Hygiene Checklist 

Cybersecurity Awareness Guide 

Purpose 

This checklist provides basic cybersecurity hygiene practices to help individuals and 
organizations reduce everyday cyber risks. It is designed for awareness and educational 
use. 

 

1. Account & Password Security 

☐ Use a unique password for each account 
☐ Avoid reusing passwords across work and personal systems 
☐ Use a password manager where possible 
☐ Enable multi-factor authentication (MFA) on important accounts 
☐ Change default passwords on new devices and applications 

 

2. Email & Phishing Awareness 

☐ Be cautious of unexpected emails or messages 
☐ Verify senders before clicking links or opening attachments 
☐ Watch for urgent or threatening language 
☐ Avoid sharing passwords or verification codes by email or text 
☐ Report suspicious messages when possible 

 

3. Device & System Security 

☐ Keep operating systems updated 
☐ Install application and security updates promptly 
☐ Use antivirus or endpoint protection software 
☐ Lock devices when not in use 
☐ Avoid installing untrusted software 

 

4. Internet & Network Safety 

☐ Use secure Wi-Fi networks 
☐ Avoid public Wi-Fi for sensitive activities when possible 



☐ Use a VPN when accessing sensitive systems remotely 
☐ Change default router passwords 
☐ Enable firewall protections where available 

 

5. Data Protection & Backups 

☐ Back up important files regularly 
☐ Store backups securely (oƯline or cloud) 
☐ Protect sensitive data with access controls 
☐ Avoid storing sensitive data unnecessarily 
☐ Know where critical data is located 

 

6. Awareness & Training 

☐ Stay informed about common cyber threats 
☐ Participate in cybersecurity awareness training 
☐ Encourage safe cyber practices among peers or staƯ 
☐ Understand basic incident reporting procedures 

 

Final Reminder 

Cyber hygiene is not a one-time task. Consistent habits and awareness significantly reduce 
cyber risk over time. 

 

Disclaimer 

This checklist is provided for cybersecurity awareness and educational purposes only. It 
does not constitute legal advice, compliance certification, or professional security 
assessment. 

 


